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Note: The process in Windows 10 follows the same steps as in Windows 11

To access PIN settings for the FIDO2 key in Windows 11, open Settings, and navigate
to Accounts and under Sign-in options choose option Security key.

1. Adding a PIN for FIDO2 Key

Accounts > Sign-in options
Ways to sign in

Facial recognition (Windows Hello)

This eption is currently unavailable

== Fingerprint recognition (Windows Hello

fa Fingerprint recognition (W ) v
This option Is currently unavailable
PIN (Windows Hello) -
Sign in with a PIN (Recommended)

E] Security key ~
Sign in with a physical security key
Sign in to apps with a physical security key Manage

p Password -
Sign in with your account's password

@ Picture password -

Swipe and tap your favorite photo to unlock your device

Press Manage, and the process for adding or changing the PIN of the FIDO2 key is
started. The first step is inserting your FIDO2 key into the USB port and then
touching the button of your FIDO2 key, as instructed by the tool.

If you have not set a PIN for your FIDO2, the options are as follows:

Spear Innovations Oy Ltd User Manual




Windows Hello setup

: Security Key PIN

Creating a PIN for your security key helps keep you secure

-
-
-
-

Add

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Close

To set a PIN, press Add, and following screen is shown:

Windows Hello setup

Set up a security key PIN
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OK Cancel

After the PIN of your choice is set, press OK and the FIDO2 key is now secured by
your personal PIN code.
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2. Changing the PIN for FIDO2 key

The process of changing the PIN of a FIDO2 key that already has a PIN follows
similar steps:

Navigate to Settings — Accounts — Sign-in options — Security key — Manage

The following screen is shown:

Windows Hello setup

e .
=+ Security Key PIN
-
Creating a PIN for your security key helps keep you secure

Change

G Reset Security Key

Remove everything from this security key and reset to
factary settings

Reset

Close
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Insert your current PIN and below it the new PIN two times.

Windows Hello setup

Change your security key PIN

oK Cancel

After pressing OK the FIDO2 key has a new PIN set.
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3. Resetting the FIDO2 key
_________________________________________________________________________________________________________________________

Note! Process removes all data and credentials on the FIDOZ2 key. Only use the tool

Iif you are sure you want to reset the FIDO2 key to factory settings.

It is possible to reset your FIDO2 key using the Windows Hello setup tool:

Windows Hello setup X Windows Hello setup % Windows Hello setup
[} O
Reset Security Key Touch your security key twice within 10 seconds Reset Complete;
The security key will be reset to factory settings. All data and Learn more
| credentials on this key will be cleared
P d Cancel C D
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